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Abstract

Military intelligence analysts are increasingly tasked to sift through enormous volumes of
data to identify the proverbial intelligence “needle in a haystack.” One specific domain
exemplifying this new intelligence paradigm is network analysis of terrorist organizations.
This area of intelligence analysis uses mostly commercially available software applications
to leverage the powers of social network theory against large terrorism data sets. An
additional challenge is the fast paced development cycle for new sensors, which are capable
of collecting data at unmanageable rates. As such, analysts are in dire need of new
analytical techniques that give them the ability to effectively and efficiently transform the
collected data into intelligible information and, subsequently, intelligence. Therefore, the
primary focus of this thesis is to analyze two visualization techniques within social network
analysis, with the intent to identify which mode of visualization is most effective for the
intelligence tasks of: 1) identifying leaders and 2) identifying clusters.

To test the effectiveness of the visualizations, an experiment was conducted in
which participants exploited matrix and node-link visualizations constructed from a
surrogate terror data set. The objectives of this experiment were to test the effectiveness of
the node-link visualization compared to the matrix visualization, based on two criteria: 1)
effectiveness at identifying leaders and clusters within a network, and 2) the time it takes
to complete each task. Participants in the experiment were all Air Force intelligence
analysts and the experiment utilized a 2 (Visualization) x 2 (Task) mixed design study
within-subjects on the visualization task factor and between-subjects on the visualization
technique factor.

The node-link visualization resulted in statistically significantly better performance
in all studied scenarios where the objective was identifying leaders. Although node-link
also returned a better performance than the matrix for identifying clusters, there was not a
statistically significant difference. The same lack of statistical significance holds true for the
completion time dependent variable. In all cases, there was not enough difference between



the times produced by the node-link and matrix to determine if either offers a statistically
significant decrease in the time it takes to complete tasks using either visualization.

At this time, the matrix should not be universally integrated into the current
methodologies used by analysts to exploit terror network visualizations until more
research is conducted into the respective strengths and weaknesses within the intelligence
domain. However, analysts should be independently encouraged to explore and adapt new
methods of visualization into their current practices and identify new or improved versions
of the visualizations identified within this thesis for future testing.
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Chapter 1

Introduction

“It will not be quick and it will not be easy. Our adversaries are not one or two terrorist
leaders, or even a single terrorist organization or network. It's a broad network of individuals
and organizations that are determined to terrorize and, in so doing, to deny us the very
essence of what we are: free people. They don't live in Antarctica. They work, they train and
they plan in countries. They're benefiting from the support of governments. They're benefiting
from the support of non-governmental organizations that are either actively supporting them
with money, intelligence and weapons or allowing them to function on their territory and
tolerating if not encouraging their activities. In either case, it has to stop.

We'll have to deal with the networks...This will take a long, sustained effort. It will require the
support of the American people as well as our friends and allies around the world.”

Donald Rumsfeld [1]

1.1 Motivation

Since the September 11, 2001 attacks on the United States, a momentous amount of
attention has shifted to the fields of intelligence and terrorism. In the 11 years since that
ominous attack, the intelligence community has made substantial advancements in their
ability to collect data on adversaries; however, equal progress has not been made in the
analytical technologies that are required to sift through the new information. In 2010,
Lieutenant General David A. Deptula, then Air Force Deputy Chief of Staff for Intelligence,

Surveillance and Reconnaissance, captured this new paradigm when he remarked that in






intent to identify which modes of visualization are most effective for the intelligence tasks
of: 1) identifying leaders and 2) identifying clusters. These two tasks were chosen because
of their reoccurring importance highlighted in both the historical perspective and literature
review in Chapter 2, as well as during the knowledge elicitation for a hybrid cognitive task
analysis outlined in Chapter 3. Additionally, these research observations are corroborated
by academic research into social network task taxonomy [5, 6] and recognized to be

consistent with the primary tasks of social network analysis [7, 8].
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Figure 1-1: Scope of Thesis Research

In parallel with the slow development of analytical software in the intelligence
domain, academia continues to make strides, particularly in the field of visualizing social
networks (see Chapter 2: Literature Review for a full list of works). However, only a
minority of this research has transferred into intelligence methods and techniques. As such,
more research is required in this specific niche of social network analysis in the domain of

intelligence.
1.2 Understanding the Problem

To understand why visualizations of social network analysis are critical, it is imperative to
understand where they fit in the intelligence creation process. This process involves the
transformation of data to information, then information to intelligence. Before continuing,
it is important to note one key distinction between information and intelligence;

intelligence is predictive in nature, allowing the anticipation or prediction of future
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data, this step is either automated as in the production of an image from a camera, requires
an analyst, in limited cases, to transform the raw data into information such as language
translation. In the context of social network analysis, this stage typically involves
transforming the tabular raw data into a visualization, or series of visualizations. This
specific transformative process (data — information) is also known within the intelligence

community as processing and exploitation?, which is explained in section 1.2.2.

Although seemingly simple, this stage is a key juncture in the transformative
process because it produces the medium through which information is presented to an
analyst and provides the basis from which intelligence is created. Errors made in the
transformation of data to information will propagate throughout the process and could
potentially result in misleading intelligence. Furthermore, a failure to transform data into
an effective form of information limits the potential of the data and could inhibit the

amount of intelligence produced.

After data is transformed into information, the subsequent information can be
integrated and analyzed to produce intelligence. Within the intelligence community this
process is referred to as analysis and production, which will be defined in the next section
titled The Intelligence Process. The transformation of information to intelligence is
accomplished through a structured sequence of actions. The first is the integration of
multiple sources of information. During integration data is collated and marshaled
according to predetermined criteria, which allows for comparison of similar information
during the next step. Following integration is evaluation, during which each new item of
information is evaluated with respect to, “the reliability of the source and the credibility of
the information” [10]. Being that not all information is of equal credibility, this step is
critical to ensuring the most credible information is given the highest weight during
analysis. Once information is evaluated, it is ready for analysis. During analysis,
assessments3 are made by comparing already integrated and evaluated information; these

assessments are combined and used to discern patterns or links. Finally, the analysis and

2 For the purposes of this thesis exploitation is defined as, “the process by which raw data is transformed into
information that can be readily disseminated, used, and transmitted by an analyst” [10].

3 For the purposes of this thesis assessment is defined as, a prediction of the future state of an organization,
individual, or adversary.
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Planning and Direction - “The determination of intelligence requirements,
development of appropriate intelligence architecture, preparation of collection plan,
and issuance of orders and requests to information collection agencies” [11]. This
category specifically involves the intelligence preparation for rapid response to
possible crises and contingency operations by organizing intelligence
infrastructures, which are capable of responding to a range of operations set forth
by a specific military unit’s mission.

Collection - “The acquisition of information and the provision of this information to
processing elements” [11]. At this stage, it is important to note that data is acquired,
not intelligence. In social network analysis, this stage consists of collecting the
tabular data that is used to create visualizations.

Processing and Exploitation - “the conversion of collected information into forms
suitable to the production of intelligence” [11]. After raw data is collected during the
collection category, it is converted into forms of information that can be readily used
by analysts. A hallmark of this category of operations is the actual transformation of
data into information. In the context of social network analysis, this is the stage
where the raw data gathered during the collection process is transformed into
visualization.

Analysis and Production - “The conversion of processed information into intelligence
through the integration, evaluation, analysis, and interpretation of all source data
and the preparation of intelligence products in support of known or anticipated user
requirements” [11]. This process results in an analyst analyzing a social network
visualization for patterns, links, or other items of intelligence value.

Dissemination and Integration - “The delivery of intelligence to users in a suitable
form and the application of the intelligence to appropriate missions, tasks, and
functions” [11]. This category is simply the compiling of intelligence products
produced in the analysis and production category and delivery to the intended
consumer. In the context of social network analysis, this task would result in
compiling a textual report of the intelligence analysis and disseminating it to the

respective consumer.
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visualization that could result in a more effective transformation of data to information.
Furthermore, there is little existing research into the effectiveness of one form of
visualization over another in the domain of intelligence (discussed in the literature review
in Chapter 2). Therefore, an experiment into the effectiveness of different forms of social
network visualization is needed to determine the most effective means of transforming the

data into information; this is the focus of this thesis research.

1.3 Research Goals

At the most basic form, this thesis demonstrates that there is more than one means to
effectively visualize terror networks within the domain of military intelligence. Specifically,
the goal of this research is to demonstrate that some visualization methodologies may be
more effective at certain tasks and, furthermore, that no single method of terror network
visualization is a “one-size-fits-all” solution. The scope of this research limits the
comparison to two visualization methods. The first is the node-link visualization, which
serves as the control since it is the most ubiquitous method of terror network visualization
used within the intelligence domain today. The second is the matrix network visualization,
which is a promising method of social network visualization studied commonly within the
academic community [6, 12]. However, it is important to note that the goal of this work is
not to prove that the matrix is a replacement for the node-link visualization; rather, it is to
demonstrate that the matrix may be more effective at certain analytical tasks than the
node-link and can serve as a companion to node-link. The objectives and sub-objectives of

this goal are as follows:

e Objective 1: Understand the cognitive tasks associated with exploiting terror
network visualizations
o Understand the cognitive model of analyzing terror network visualizations

o Understand if and/or where the cognitive model can be augmented

e Objective 2: Adapt a matrix visualization that is useable by intelligence

analysts
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o Adapt a visualization that draws from engineering psychology and human

performance to offset any limitations identified in the cognitive task analysis

e Objective 3: Test the efficacy of the matrix visualization against the current
domain standard method (node-link) visualizations using domain experts.
o On the aggregate, show statistical evidence which differentiates the matrix

from the control

e Objective 4: Discuss the results of the experiment in a manner that is

accessible by members within the military intelligence community.

Since the overarching goal is, “investigate means to effectively visualize terror
networks” the results of this work must be understandable by members within the
community where the change is targeted. Therefore, maximum effort is placed on creating
models and using academic frameworks that will not obfuscate the results for the average
military intelligence reader. Even if this work proved the matrix is more effective to a 95%
statistical significance, the results are useless if the military analysts who create and
analyze the visualizations fail to comprehend the cognitive model, visualizations, or the

experiment.

1.4 Thesis Overview

To answer the research objectives outlined above the thesis was organized in the following

manner:
e Chapter 1, Introduction: identifies the problem and describes the motivation and

research objectives of this thesis

o Chapter 2, Background: provides a summary and background of node-link and
matrix social network visualizations and outlines the past research done in regards

to social network visualizations with in the domain of intelligence.
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Chapter 3, Cognitive Task Analysis: outlines the cognitive task analysis used to satisfy
the goals of this research, which includes scenario task overviews of visualization
exploitation and cognitive flow-charts of visualization exploitation. An information
processing model for exploitation terror network visualizations is introduced and

described with respect to the cognitive task analysis.

Chapter 4, Terror Network Visualizations: identifies and explains the characteristics
of the visualizations that will be used in the human performance experiment

described in Chapter 5.

Chapter 5, Human Performance Experiment: discusses the experimental hypotheses
and outlines details about the variables, participants, and procedures employed in

the human experimentation.

Chapter 6, Results: presents the analysis of variations between the visualizations

and the statistical results of the experiment described in Chapter 5

Chapter 7, Discussion and Conclusion: describes the overall findings of this research
respective to the hypotheses and discusses the applicability of the results to future
exploitation of terror networks. This chapter concludes by summarizing the
problem, motivation, and objectives of this research and proposes potential areas of

research to extend the work done in this thesis.

19



Chapter 2

Background

This chapter begins by providing a historical perspective on visualizing social networks
and a literature review on social network analysis within the domain of intelligence. After
which, the chapter covers fundamental concepts of social network analysis and defines
terms which will be used throughout the thesis. The chapter then provides a detailed
description of node-link and matrix visualizations and concludes with identifying gaps in
current social network visualization research for consideration when developing the

human experimentation.
2.1 Historical Perspective on Visualizations

In social sciences, the field of social network analysis aims to comprehend how groups of
individuals function and consequentially, how they behave. It is, “a methodological form of
analysis that fuses mathematics, anthropology, psychology, and sociology” [13]. In the
domain of criminology and terrorism research, social network analysis is an effective
model for capturing the structure of a nefarious organization, because it permits an analyst
to understand the structural relevance of individual actors and better understand the
relationship of one actor to another, or to the group at large. Specifically within the context
of terror networks, social network analysis offers three key advantages over traditional
forms of intelligence analysis: 1) the ability to detect clusters, 2) identification of important
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actors and their roles, and 3) discovery of patterns of interaction [14]. These are critical
factors, because correctly exploiting networks can assist an analyst, “in predicting behavior
and decision-making within the network. .. [and] to evaluate specific courses of action that

will influence the members of a social network in a desirable manner” [15].

Social network analysts at large, use graphical representations or visualizations to
study the patterning of the social interactions among actors. For the most part, they seek to
discover two types of patterns: 1) social groups, defined as collections of actors who are
tightly linked to one another; or 2) social positions, defined as actors who are linked into a
total social system in a defining way [16]. Since the beginning of social network analysis,
researchers have used graphical representations to identify one or both of these two types
of patterning. Some visualizations methods are constructed explicitly to identify social
groups and, conversely, other methods were designed to reveal social positions. The two
most common forms of visual representation are historically known as points and lines,
(referred to herein as node-link) and matrices [16]. However, the first form of visualization
is far more ubiquitous and commonly used as the primary technique for representing social
network data [16, 17, 18], which some scholarly authors argue is because of its naturalness

and ability to make detailed connections explicit [17].

To understand the prominence of node-link visualizations, as well as the rise and
fall of the matrix, it is important to trace the roots of social network visualization back to
the seminal works done during the 1930s. Freeman, in his authoritative work on the
history of visualizing social networks, categorizes the evolution of visualizations into five

main phases [16]:

e Phase 1: Hand Drawn Images in Social Network Analysis (circa 1930s)
e Phase 2: Point and Line Images Grounded in Computation (circa 1950s)
e Phase 3: Computer Generated Point and Line Images (circa 1970s)

e Phase 4: Screen Oriented Point and Line Images (circa 1980s)

e Phase 5: Network Images in the Era of Web Browsers (mid-1990s to present)
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